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Abstract In the face of increasingly severe network attacks, intrusion detection systems (IDS) play an
increasingly important role. Due to the huge number of alarms, complex business scenarios, and diverse
attack methods in the real network environment, it is difficult to handle and merge them manually. However,
most traditional IDS alarm correlation methods only target a single attack scenario, rely on expert experience
and are not interpretable. This paper proposes a network alarm merging framework based on generative
hypergraph clustering: GHCAM. By modeling multiple alarms as hypergraphs according to certain rules,
the high-order correlation between logs is preserved and is scalable. Using generative clustering methods,
the pooled results are explained probabilistically. This framework provides modifiable resolution parameters
to generate different levels of clustering results, which is more flexible than traditional methods. To measure
the effectiveness of this method, we define clustering evaluation metrics for different dimensions in this
scenario. Experiments show that this framework doubles the speed of traditional graph correlation methods,
reduces the number of original alarms by 2 orders of magnitude, and has good robustness in the face of
emergencies when the number of alarms explodes.
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