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2> 1. Introduction
1.1 Background

False Alarms in Intrusion Detection Systems (IDSs)

| don't want to
design filtering
rules manually.

How about the
current network
security

situation?

ow to
automatically
generate filter
ules?

‘ Massive alarm events

Network devices
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1.2 Research Motivation - o
The spatio-temporal correlation of alarms.

I Application scenarios: 2021-09-03 00:00:00  2021-09-16 18:00:00
- Internal corporate network 2o o
o O O
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» Changes in statistical indicators over time reflect the occurrence of abnormal events.

» Different alarm graphs have same spatial structures: the same generate reasons.
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2> 2. Method Architecture

2.1 Data Preprocessing

Original alarms data
| Alarm graph

id receivetime sip sport  dip dport  category severity
457 2021-12-2010: 20 21118180 18 .200.114.27 B0 EEHME 0 O o
458 2021-12-2010: 33 21118180 22 .200.114.27 B0 SEHME 0 - N Od e. I P d d d Fess o 9
450 2021-12-20 10: :34 20932158 06  .200.141.168 0 13E= 1 T|me R o
460 2021-12-20 10: 38 21118180 28 .200.114.27 B0 SEHE 0 » X
461 2021-12-2010: 30 21118180 28 .200.114.27 B0 EEHME 0 W|nd0W o
462 2021-12-20 10: 42 21118180 31 .200.114.27 B0 SEME 0 / Edge " a |a rm eve nt d
463 2021-12-2010: 51 21118180 45 20011427 B0 EE®E 0 > . O
464 2021-12-2010: 52 21118180 49 200.114.27 B0 SEHE 0 © ©
465 2021-12-2010: :50 21118180 57 .200.114.27 BO SEHME 0
466 2021-12-2010: 07 21118180 70  .200.114.27 B0 SEHME 0
467 2021-12-2010: 09 21118180 75 20011427 B0 EEHE 0
468 2021-12-2010: 17 21118180 84  .209.114.27 B0 (EEE 0 — > - EWMA co ntrol Cha rt
460 2021-12-2017: 30 2118516 14 2003014 77 OEERE 0
470 2021-12-2017: 02 .209.32.15¢ B85 200141168 0 135S 1 Te m pO ra | 1
471 2021-12-2017: 254 2117158 97 .209.26.200 9 EEHE 0 .
472 2021-12-2017: 54 2117158 96 .200.30.14 77 OEEHE 0 CorrE|at|On ]
473 2021-12-2017: 01 211132180 63 .200.30.14 77 OEERE 0 A 7\ A ~ o~ 1
474 2021-12-2017: 01 211.13218] 64 20926200 9 {5EHE 0 At ke Y Y ‘
475 2021-12-2017: 02 .209.32.158 94 200141168 0 1SR 1 o] h
476120711230 17, 48 71113238 41 20926200 o pEmE o D000 180800 181200 18400 182400 122000 122600 184200 154200 185400 190000

» Using Exponential Weighted Moving Average method to find abnormal behaviors.

» Dynamically set time window according to the current security situation.
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2.2 Pattern Mining

» Find alarm groups by community discovery algorithm.

» Classify alarm clusters according to topology characteristics.

. Single-center Topology

Spatial
Correlation

;%yf\éé Complex Topology

Multi-center Topology
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2.3 Similarity Analysis - Spatio-temporal Correlation

Event Model: Online conference
2021-09-03 00:00:00 2021-09-16 18:00:00

Event Model: Conventional attack
2021-09-04 14:00:00 2021-10-02 10:00:00
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>> 3. Demo System

3.1 System Overview

SSSSSS

» Security risk assessment.

» Alarm handling.

» Alarm graph visualization.

> Check alarm details.

Demo video at https://bit.ly/NSSA-ST




>> 3. Demo System

3.2 Core Function

Real-time alarm Alanm

‘ Power Grid Situation e
Awareness System
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(© Reaktime alarm
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2. Locating event on graphs,
Demo video at https://bit.ly/NSSA-ST

® 2.
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2> 4. Conclusion

4.0 Conclusion

» We developed a network security situation awareness (NSSA) system based
on the spatio-temporal correlation of alarms.

» Our system can detect high risk patterns semi-automatically and deal low-risk
alarms automatically based on historical operations.

» Compared with the old system, our system has better performance and
richer functions.

o | Processing time More than 10" Less than 1”
g Data scale 103-10° 10%-102
§ Accuracy 70% 95%
A Cross-platform no yes
Similar matching no yes
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